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FOREWORD

Jean-Philippe Walter, Data Protection Commissioner, Council of Europe,
and Member of the ICRC Data Protection Independent Control Commission

It is a pleasure to introduce the Handbook on Data Protection in Humanitarian
Action, which is the result of a very fruitful collaboration between the International
Committee of the Red Cross (ICRC) and the Brussels Privacy Hub (BPH).

Personal data protection is of fundamental importance for humanitarian
organizations as it is an integral part of protecting the life, integrity and dignity of
their beneficiaries.

In 2015, the 37th International Conference of Data Protection and Privacy
Commissioners adopted the Resolution on Privacy and International Humanitarian
Action. One of resolution’s aims was to meet the demand among humanitarian
actors for cooperation to develop guidance on data protection. A working group
was set up and became involved in the Data Protection in Humanitarian Action
project, run jointly by the BPH and the ICRC, whose objectives were to explore the
relationship between data protection laws and Humanitarian Action, to understand
the impact of new technologies on data protection in the humanitarian sector and
to formulate appropriate guidance.

The project brought together humanitarian organizations, data protection
authorities and technology experts in a series of workshops covering a range of
topics, including data analytics, drones, biometrics, cash transfer programming,
cloud-based computing and messaging apps, all of which have become increasingly
important in the humanitarian sector.

The Handbook is one of the outputs of this project; it will be a useful tool to raise
awareness and assist humanitarian organizations in complying with personal
data protection standards. It also addresses the need for specific guidance on the
interpretation of data protection principles as applicable to humanitarian action,
especially when new technologies are employed. I believe the Handbook will prove
helpful to humanitarian actors, data protection authorities and private companies
alike. It clearly demonstrates that data protection legislation does not prohibit the
collection and sharing of personal data, but rather provides the framework in which
personal data can be used in the knowledge and confidence that individuals’ right
to privacy is respected.

Jean-Philippe Walter is former Deputy Swiss Federal Data Protection and Information
Commissioner and has also been president of the French-speaking Association of
Personal Data Protection Authorities and coordinator of the International Conference
of Data Protection and Privacy Commissioners (now Global Privacy Assembly)
Working Group on the Resolution on Privacy and International Humanitarian Action.
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GLOSSARY OF DEFINED TERMS
AND ABBREVIATIONS

Anonymization encompasses techniques that can be used to ensure that data sets
containing Personal Data are fully and irreversibly anonymized so that they do not
relate to an identified or identifiable natural person, or that the Data Subject is not
or no longer identifiable.

Artificial Intelligence refers to “[a] set of sciences, theories and techniques whose
purpose is to reproduce by a machine the cognitive abilities of a human being.”* In
its current form, it aims to allow technology developers “to entrust a machine with
complex tasks previously delegated to a human.”?

Biometrics or biometric recognition means the automated recognition of individuals
based on their biological and behavioural characteristics.

Blockchain is “in essence an append-only decentralized database that is maintained
by a consensus algorithm and stored on multiple nodes (computers).”?

Cash Transfer Programming, cash and voucher assistance, cash-based
interventions and cash-based assistance are terms in the humanitarian sector to
describe the delivery of humanitarian aid in the form of vouchers or cash.

CERT - Computer Emergency Response Team

CISO — Chief Information Security Officer

Cloud Services most commonly refers to “a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing
resources (e.g. networks, servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal management effort or service
provider interaction.”4

Consent means the freely-given, specific and informed indication of a Data
Subject’s wishes by which the Data Subject signifies agreement to Personal Data
relating to him or her being processed.

CSIRT — Computer Security Incident Response Team

CSO — Chief Security Officer

CTO - Chief Technology Officer

1 Council of Europe (CoE), Glossary on Artificial Intelligence: https://www.coe.int/en/
web/artificial-intelligence/glossary.
CoE, Glossary on Artificial Intelligence.

3 Finck, Blockchains and Data Protection in the European Union, 4(1) European Data Protection
Law Review (2018), p. 17: https://doi.org/10.21552/edpl/2018/1/6.

4 US NIST SP 800-145, The NIST Definition of Cloud Computing, September 2011:
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf.



https://www.coe.int/en/web/artificial-intelligence/glossary
https://www.coe.int/en/web/artificial-intelligence/glossary
https://doi.org/10.21552/edpl/2018/1/6
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Data Analytics denotes the practice of combining very large volumes of diversely
sourced information (Big Data) and analysing them, using sophisticated algorithms
to inform decisions.

Data Breach means the unauthorized modification, copying, unlawful destruction,
accidental loss, improper disclosure or undue transfer of, or tampering with,
Personal Data.

Data Controller means the person or organization who alone or jointly with others
determines the purposes and means of the Processing of Personal Data.

Data Processor means the person or organization who processes Personal Data on
behalf of the Data Controller.

Data Protection Impact Assessment or DPIA means an assessment that identifies,
evaluates and addresses the risks to Personal Data arising from a project, policy,
programme or other initiative.

Data Subject means a natural person (i.e. an individual) who can be identified,
directly or indirectly, in particular by reference to Personal Data.

Digital Identity refers to “a collection of electronically captured and stored identity
attributes that uniquely describe a person within a given context and are used for
electronic transactions.”®

DPO in the context of this Handbook means a Humanitarian Organization’s internal
data protection office or data protection officer.

Drones are small aerial or non-aerial units that are remotely controlled or operate
autonomously. They are also known as Unmanned Aerial Vehicles (UAVs) or
Remotely Piloted Aircraft Systems (RPAS).

Further Processing means additional Processing of Personal Data that goes beyond
the purposes originally specified at the time the data were collected.

Health Data means data related to the physical or mental health of an individual,
which reveal information about his/her health status.

Humanitarian Action means any activity undertaken on an impartial basis to carry
out assistance, relief and protection operations in response to a Humanitarian
Emergency. Humanitarian Action may include “humanitarian assistance”,
“humanitarian aid” and “protection”.

Humanitarian Emergency means an event or series of events (in particular arising
out of armed conflicts or natural disasters) that poses a critical threat to the health,
safety, security or wellbeing of a community or other large group of people, usually
over a wide area.

5  GSMA, World Bank Group, & Security Identity Alliance, Digital Identity: Towards Shared
Principles for Public and Private Sector Cooperation, 2016, p. 11: https://www.gsma.com/
mobilefordevelopment/resources/digital-identity-towards-shared-principles-public-
private-sector-cooperation/.



https://www.gsma.com/mobilefordevelopment/resources/digital-identity-towards-shared-principles-public-private-sector-cooperation/
https://www.gsma.com/mobilefordevelopment/resources/digital-identity-towards-shared-principles-public-private-sector-cooperation/
https://www.gsma.com/mobilefordevelopment/resources/digital-identity-towards-shared-principles-public-private-sector-cooperation/
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Humanitarian Organization means an organization that provides aid to alleviate
human suffering, and/or protects life and health, and upholds human dignity
during Humanitarian Emergencies in accordance with its mandate and/or mission.

IaaS stands for Infrastructure as a Service.

International Data Sharing includes any act of transferring or making Personal
Data accessible outside the country or International Organization where they were
originally collected or processed, including both to a different entity within the
same Humanitarian Organization or to a Third Party, via electronic means, the
internet, or other means.

International Organization means an organization and its subordinate bodies
governed by public international law, or any other body which is set up by, or on
the basis of, an agreement between two or more countries.

Know Your Customer (KYC) is a process enabling businesses to check the identity
of their customers in order to comply with regulations and legislation on money
laundering and corruption.®

Machine Learning is a specific form of Artificial Intelligence that can be defined as
the study of algorithms that improve their performance when completing a certain
task with experience in the form of machine-readable data.

PaaS — Platform as a Service

Personal Data means any information relating to an identified or identifiable
natural person.

Processing means any operation or set of operations which is performed on
Personal Data or sets of Personal Data, whether or not by automated means, such as
collection, recording, organization, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment, combination or erasure.

Pseudonymization, as distinct from Anonymization, means the Processing of
Personal Data in such a manner that the Personal Data can no longer be attributed
to a specific Data Subject without the use of additional information, provided
that such additional information is kept separately and is subject to technical and
organizational measures to ensure that the Personal Data are not attributed to an
identified or identifiable natural person.

SaaS — Software as a Service

Sensitive Data means Personal Data which, if disclosed, may result in discrimination
against or the repression of the individual concerned. Typically, data relating to
health, race or ethnicity, religious/political/armed group affiliation, or genetic
and biometric data are considered to be Sensitive Data. All Sensitive Data require
augmented protection even though different types of data falling under the scope
of Sensitive Data (e.g. different types of biometric data) may present different levels

6  PWC, Know Your Customer: Quick Reference Guide: http://www.pwc.co.uk/fraud-
academy/insights/ anti-money-laundering-know-your-customer-quick-ref.html.



http://www.pwc.co.uk/fraud-academy/insights/anti-money-laundering-know-your-customer-quick-ref.html
http://www.pwc.co.uk/fraud-academy/insights/anti-money-laundering-know-your-customer-quick-ref.html
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of sensitivity. Given the specific situations in which Humanitarian Organizations
work and the possibility that some data elements could give rise to discrimination,
setting out a definitive list of Sensitive Data categories in Humanitarian Action is
not meaningful. Sensitivity of data as well as appropriate safeguards (e.g. technical
and organizational security measures) have to be considered on a case-by-case
basis.

SLA — A service-level agreement is an official commitment between a service
provider and a client, particularly for the provision of reliable telecommunications
and internet services.

Sought Person is a person unaccounted for, for whom a tracing operation has been
launched.

Sub-Processor is a person or organization that is engaged by a Data Processor to
process Personal Data on its behalf.

Third Party is any natural or legal person, public authority, agency or any other
body other than the Data Subject, the Data Controller and the Data Processor.

TLS — Transport Layer Security is a cryptographic protocol to provide privacy and
data integrity between a client and a server over an internet connection.
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Protecting individuals’ Personal Data is an integral part of protecting their life,
integrity and dignity. This is why Personal Data protection is of fundamental
importance for Humanitarian Organizations.

In suggesting how data protection principles should be applied by Humanitarian
Organizations, this Handbook builds on existing guidelines, working procedures
and practices that have been established in Humanitarian Action in the most volatile
environments and for the benefit of the most vulnerable victims of armed conflicts,
other situations of violence, natural disasters, pandemics and other Humanitarian
Emergencies (together “Humanitarian Emergencies”). Some of these guidelines,
procedures and practices pre-date the advent and development of data protection
laws, but they all are based on the principle of human dignity and the same concept
of protection which underpin data protection law. These guidelines have been set
out, notably, in the Professional Standards for Protection Work.”

A motorcyclist rides past war-damaged buildings in the town of al-Bab,
Syria, March 2017.

7  ICRC, Professional Standards for Protection Work Carried out by Humanitarian and Human
Rights Actors in Armed Conflict and Other Situations of Violence, 2nd ed., Geneva 2013:
https://www.icrc.org/en/publication/0999-professional-standards-protection-work-
carried-out-humanitarian-and-human-rights, all internet references accessed in
March 2020.



https://www.icrc.org/en/publication/0999-professional-standards-protection-work-carried-out-humanitarian-and-human-rights
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In recent years, the development of new technologies allowing for easier and faster
Processing of ever-increasing quantities of Personal Data in an inter-connected
world has given rise to concerns about the possible intrusion into the private sphere
of individuals. Regulatory efforts around the globe are ongoing to respond to these
concerns.

This Handbook is published as part of the Brussels Privacy Hub and ICRC’s Data
Protection in Humanitarian Action project, which was organized jointly by the
Brussels Privacy Hub, an academic research centre of the Vrije Universiteit Brussel
(VUB) in Brussels, Belgium, and the ICRC Data Protection Office in Geneva,
Switzerland. The content of the Handbook was developed in a series of workshops
held in Brussels and Geneva in 2015-2016, with representatives from Humanitarian
Organizations (including humanitarian practitioners), data protection authorities,
academics, non-governmental organizations, researchers and other experts on
specific topics. They came together to address questions of common concern in the
application of data protection in Humanitarian Action, particularly in the context
of new technologies. The individuals who participated in the various workshops are
listed in Appendix II.

This Handbook aims to further the discussion launched by the International
Conference of Data Protection and Privacy Commissioners’ (ICDPPC’s) Resolution
on Privacy and International Humanitarian Action® adopted in Amsterdam in 2015.
It is not intended to replace compliance with applicable legal norms, or with data
protection rules, policies and procedures that a particular organization may have
adopted. Rather, the Handbook seeks to raise awareness and assist Humanitarian
Organizations in ensuring that they comply with Personal Data protection standards
in carrying out humanitarian activities, by providing specific guidance on the
interpretation of data protection principles in the context of Humanitarian Action,
particularly when new technologies are employed.

This Handbook is designed to assist in the integration of data protection principles
and rights in the humanitarian environment. It does not, however, replace or provide
advice in relation to the application of domestic legislation on data protection,
where this is applicable to a Humanitarian Organization not benefitting from the
privileges and immunities generally associated with an International Organization.

8 International Conference of Data Protection and Privacy Commissioners,
Resolution on Privacy and International Humanitarian Action,
Amsterdam, Netherlands 2015: https://edps.europa.eu/sites/edp/files/
publication/15-10-27_ resolution_ privacy__humanitarian_ action_ en.pdf.



https://edps.europa.eu/sites/edp/files/publication/15-10-27_resolution_privacy_humanitarian_action_en.pdf
https://edps.europa.eu/sites/edp/files/publication/15-10-27_resolution_privacy_humanitarian_action_en.pdf
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Compliance with Personal Data protection standards requires taking into account
the specific scope and purpose of humanitarian activities to provide for the urgent
and basic needs of vulnerable individuals. Data protection and Humanitarian Action
should be seen as compatible, complementary to, and supporting each other.
Thus, data protection should not be seen as hampering the work of Humanitarian
Organizations; on the contrary, it should be of service to their work. Equally, data
protection principles should never be interpreted in a way that hampers essential
humanitarian work, and should always be interpreted in a way that furthers the
ultimate objective of Humanitarian Action, namely safeguarding the life, integrity
and dignity of victims of Humanitarian Emergencies.

The recommendations and guidelines contained in this Handbook are based on
some of the most important international instruments dealing with data protection,
in particular the following:

e UN General Assembly Resolution 45/95 of 14 December 1990° adopting the
Guidelines for the Regulation of Computerized Personal Data Files, which includes
the humanitarian clause calling for particular care and flexibility when
applying data protection principles in the humanitarian sector

e the UN Principles on Personal Data Protection and Privacy, adopted by the
UN High-Level Committee on Management (HLCM) at its 36th Session on 11
October 2018"

e the International Standards on the Protection of Personal Data and Privacy (The
Madrid Resolution) adopted by the ICDPPC in Madrid in 2009

e The OECD Privacy Framework (2013)

¢ the Council of Europe Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data (Convention 108),* including Protocol
CETS No. 223 amending the Convention (now known as Convention 108+)."

9  UN General Assembly Resolution 45/95 of 14 December 1990, A/RES/45/95
14 December 1990.

10 UN General Assembly, Guidelines for the Regulation of Computerized Personal Data Files,

14 December 1990: http://www.refworld.org/docid/3ddcafaac.html.

11 UN High-Level Committee on Management (HLCM), UN Principles on Personal
Data Protection and Privacy, 18 December 2018: https://www.unsystem.org/
personal-data-protection-and-privacy-principles.

12 International Conference on Data Protection and Privacy Commissioners,

International Standards on the Protection of Personal Data and Privacy: http://
globalprivacyassembly.org/wp-content/uploads/2015/02/The-Madrid-Resolution.
pdf?mc_phishing_protection_id=28047-britehgdu8ieaoar3q1o.

13 The OECD Privacy Framework: https://www.oecd.org/internet/ieconomy/privacy-
guidelines.htm.

14 CoE, Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data, opened for signature on 28 January 1981, in force 1 October 1985, ETS 108:
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108.

15 CoE, Protocol amending the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data, opened for signature on 10 October
2018, CETS 223: https://rm.coe.int/16808ac918.



http://www.refworld.org/docid/3ddcafaac.html
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
http://globalprivacyassembly.org/wp-content/uploads/2015/02/The-Madrid-Resolution.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/The-Madrid-Resolution.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/The-Madrid-Resolution.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
https://www.oecd.org/internet/ieconomy/privacy-guidelines.htm
https://www.oecd.org/internet/ieconomy/privacy-guidelines.htm
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108
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Other important standards have also been taken into account, in particular:

e recent regulatory developments, insofar as they reflect further development
of data protection concepts and principles in light of their application over
the years and the challenges generated by new technologies (this includes
the updating of Convention 108, as well as the EU General Data Protection
Regulation 2016/679 (GDPR))*

e the Resolution on Data Protection and Major Natural Disasters'” adopted by the
ICDPPC in Mexico City in 2011

e the Resolution on Privacy and International Humanitarian Action adopted by
the ICDPPC in Amsterdam in 2015

e the ICRC Rules on Personal Data Protection (2015)"

e the ICRC Professional Standards for Protection Work (2013)*

e the UNHCR Policy on the Protection of Personal Data of Persons of Concern to UNHCR
(2015)*

e the IOM Data Protection Manual (2010).2?

This Handbook provides recommended minimum standards for the Processing of
Personal Data. Humanitarian Organizations may provide for stricter data protection
requirements, should they deem it appropriate or be subject to stricter laws at the
domestic or regional level.

16 EU Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (EU General Data
Protection Regulation), [2016] O] L119/1.

17 International Conference on Data Protection and Privacy Commissioners, Resolution
on Data Protection and Major Natural Disasters: http://globalprivacyassembly.org/
wp-content/uploads/2015/02/Resolution-on-Data-Protection-and-Major-Natural -
Disasters.pdf?mc_ phishing_ protection_id=28047-britehgdu81ieaoar3q1o.

18 International Conference of Data Protection and Privacy Commissioners,

Resolution on Privacy and International Humanitarian Action, Amsterdam,
Netherlands 2015: http://globalprivacyassembly.org/wp-content/uploads/2015/02/
Resolution-on-Privacy-and-International-Humanitarian-Action.
pdf?mc_phishing_protection_id=28047-britehgdu8ieaoar3q1o.

19 ICRC, Rules on Personal Data Protection: https://www.icrc.org/en/document/
data-protection.

20 ICRC, Professional Standards for Protection Work Carried out by Humanitarian and Human
Rights Actors in Armed Conflict and Other Situations of Violence, 2nd ed., Geneva, 2013):
https://www.icrc.org/en/publication/0999-professional-standards-protection-work-
carried-out-humanitarian-and-human-rights.

21 UN High Commissioner for Refugees (UNHCR), Policy on the Protection of Personal Data
of Persons of Concern to UNHCR (May 2015): http://www.refworld.org/docid/55643c1d4.
html

22 International Organization for Migration (IOM), Data Protection Manual (2010):
https://publications.iom.int/books/iom-data-protection-manual.



http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Data-Protection-and-Major-Natural-Disasters.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Data-Protection-and-Major-Natural-Disasters.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Data-Protection-and-Major-Natural-Disasters.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Privacy-and-International-Humanitarian-Action.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Privacy-and-International-Humanitarian-Action.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
http://globalprivacyassembly.org/wp-content/uploads/2015/02/Resolution-on-Privacy-and-International-Humanitarian-Action.pdf?mc_phishing_protection_id=28047-br1tehqdu81eaoar3q10
https://www.icrc.org/en/document/data-protection
https://www.icrc.org/en/document/data-protection
https://www.icrc.org/en/publication/0999-professional-standards-protection-work-carried-out-humanitarian-and-human-rights
https://www.icrc.org/en/publication/0999-professional-standards-protection-work-carried-out-humanitarian-and-human-rights
http://www.refworld.org/docid/55643c1d4.html
http://www.refworld.org/docid/55643c1d4.html
https://publications.iom.int/books/iom-data-protection-manual
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A few important considerations should be highlighted from the outset:

The right to privacy has long been recognized globally as a human right,*
while the right to Personal Data protection is a relatively recent human right
that is closely connected to the right to privacy and sets forth conditions for
the Processing of data of an identified or identifiable individual. More than
100 specific data protection laws and norms have been adopted at national
and regional levels in recent years,* and Personal Data protection as a
fundamental right is gaining wider acceptance around the world. Accordingly,
implementation of Personal Data protection standards, even where not

a legal obligation given the privileges and immunities enjoyed by certain
Humanitarian Organizations, should be a priority for all Humanitarian
Organizations, considering that the main objective of their activities is to work
for the safety and dignity of individuals.

Some Humanitarian Organizations are International Organizations enjoying
privileges and immunities and not subject to national legislation. Respect for
privacy and data protection rules is nevertheless, in many cases, a prerequisite
for them to receive Personal Data from other entities.

The exceptional emergency circumstances in which Humanitarian
Organizations operate create special challenges regarding data protection.
Accordingly, particular care and flexibility is required when applying data
protection principles in the humanitarian sector. This need is also reflected in
many of the international instruments and standards mentioned above, which
include stricter rules for the Processing of Sensitive Data.?®

The lack of a uniform approach in data protection law to the Personal Data of
deceased individuals means that Humanitarian Organizations should adopt
their own policies on this matter (for example, by applying the rules applicable
to the Personal Data of natural persons to the deceased, insofar as this makes
sense). For organizations that do not enjoy immunity from jurisdiction, this
question may be regulated by the applicable law.

The focus of this Handbook is on Personal Data protection, and the application
of this area of law to Humanitarian Action. Yet, in armed conflicts and other
situations of violence, many threats are collective rather than individual — a
village, a community, a specific group of men and women may share the

same threats. So just focusing on the proper management of Personal Data
may not be sufficient. In some cases, Processing of non-Personal Data may
raise specific threats at the collective level. In this respect, a number of
initiatives in the humanitarian sector have been focusing on the implications
of Processing data more generally for communities and referring, for example,

23
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See Article 12 of the Universal Declaration of Human Rights and Article 17 of the
International Covenant on Civil and Political Rights.

See United Nations Conference on Trade and Development (UNCTAD) report Data
Protection regulations and international data flows: Implications for trade and development
(2016): http://unctad.org/en/pages/PublicationWebflyer.aspx?publicationid=1468.
See Section 2.2: Basic data protection concepts.



http://unctad.org/en/pages/PublicationWebflyer.aspx?publicationid=1468
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to “demographically identifiable information”,?® or “Community Identifiable
Information”.?”

e Humanitarian Organizations process the Personal Data of different categories
of individuals in Humanitarian Emergencies, such as data of beneficiaries and
contacts involved in their activities, as well as data of staff and goods/service
providers, or even data of donors. While the focus of this Handbook is the
Processing of beneficiaries’ Personal Data, similar considerations apply to the
handling of Personal Data of other categories of individuals.

Part I of this Handbook applies generally to all types of Personal Data Processing.
Part II deals with specific types of technologies and data Processing situations,
and contains a more specific discussion of the relevant data protection issues. The
specific Processing scenarios outlined in Part II should always be read with Part I in
mind. Defined terms are capitalized throughout this Handbook; the definitions are
contained in the Glossary at the beginning of the Handbook.

This Handbook is aimed at the staff of Humanitarian Organizations involved in
Processing Personal Data for the humanitarian operations of their organization,
particularly those in charge of advising on and applying data protection standards.
It may also prove useful to other parties involved in Humanitarian Action or data
protection, such as data protection authorities, private companies and any others
involved in these activities.

26 See The Signal Code — A Human Rights Approach to Information During Crisis:
https://signalcode.org/.
27 See Humanitarian Data Exchange Initiative: https://data.humdata.org/about/terms.
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2.1 INTRODUCTION

Humanitarian Organizations collect and process the Personal Data of individuals
affected by Humanitarian Emergencies in order to perform humanitarian activities.
Working primarily in Humanitarian Emergencies, they operate in situations where
the rule of law may not be fully in force. In such situations, there may be limited, if
any, access to justice and respect of the international human rights framework. In
addition, Personal Data protection legislation may be embryonic or non-existent,
or not entirely enforceable.

An individual’s right to Personal Data protection is not an absolute right. It should
be considered in relation to the overall objective of protecting human dignity, and
be balanced with other fundamental rights and freedoms, in accordance with the
principle of proportionality.®

As the activities of Humanitarian Organizations are carried out primarily in
Humanitarian Emergencies, they operate in situations where the protection of
the Personal Data of beneficiaries and staff is often necessary to safeguard their

J. Schneider/ICRC

Walungu, South Kivu province, Democratic Republic of the Congo. The ICRC

provides food to 1,750 displaced and local households, December 2016.

28 The principle of proportionality in this context should not be confused with the
principle of proportionality under international humanitarian law (IHL). The principle
of proportionality as discussed here requires that Humanitarian Organizations take the
least intrusive measures available when limiting the right of data protection and access
to Personal Data in order to give effect to their mandate and to operate in emergencies.
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security, lives and work. Accordingly, Personal Data protection and Humanitarian
Action are complementary and reinforce each other. However, there may also be
instances of friction where a balance between different rights and freedoms needs
to be struck (e.g. between the freedom of expression and information and the right
to data protection, or between the right to liberty and security of a person and the
right to data protection). The human rights framework aims to ensure respect for all
human rights and fundamental freedoms by balancing different rights and freedoms
on a case-by-case basis. This approach often requires teleological interpretation of
rights,? i.e. one that prioritizes the purposes the rights serve.

EXAMPLE:

Data protection law requires that individuals be given basic information about
the Processing of their Personal Data. However, in a Humanitarian Emergency
it is necessary to balance this right against other rights, and in particular the
rights of all affected individuals. It would therefore not be necessary to inform all
individuals of the conditions of data collection prior to receiving aid, if this would
seriously hamper, delay or prevent the distribution of aid. Rather, the Humanitarian
Organizations involved could provide such information in a less targeted and
individualized way with public notices, or individually at a later stage.

Some Humanitarian Organizations with a mandate under international law need
to rely on specific working procedures, in order to be in a position to fulfil their
mandate. Under international law these mandates can justify derogations from the
principles and rights recognized in Personal Data Processing.

For example, it may be necessary to balance, on the one hand, data protection rights
with, on the other hand, the objective of ensuring the historical and humanitarian
accountability of stakeholders in Humanitarian Emergencies. Indeed, in
Humanitarian Emergencies, Humanitarian Organizations may be the only external
entities present, and may be the only possibility for future generations to have an
external account of history as well as to provide a voice to victims.?° Furthermore,
data from Humanitarian Organizations may also be needed to support the victims of
armed conflicts and other situations of violence or their descendants, for example in
documenting their identity and legal status, submitting claims of reparations, etc.
Data retention by Humanitarian Organizations may be of fundamental importance
particularly considering that in Humanitarian Emergencies few or no other records
may be available.

29 In line with the humanitarian clause in the UN Guidelines for the regulation of
computerized personal data files adopted by General Assembly Resolution 45/95 of
1/ December 1990.

30 See ICRC WWI prisoner archives join UNESCO Memory of the World, 15 November 2007:
https://www.icrc.org/eng/resources/documents/feature/2007/wwi-feature-151107.htm.
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Confidentiality may also be of fundamental importance for some Humanitarian
Organizations, as it may be an essential precondition for the ongoing viability of
Humanitarian Action in volatile environments, to ensure acceptance by parties to
a conflict and people involved in other situations of violence, proximity to people
in need and the safety of their staff. This may have an impact, for example, on the
extent to which Data Subject access rights may be exercised.*

The checklist below sets out the main points explained in detail in this Handbook,
which should be considered when dealing with data protection, in relation to the
purpose or purposes for which data are processed:

e Is there Processing of Personal Data?

¢ Are individuals likely to be identified by the data processed?

e Does the information require protection even if it is not considered to be
Personal Data?

e Have (if applicable) local data protection and privacy laws been complied with?

e For what purpose are the data being collected and processed? Is the Processing
strictly limited to this purpose? Does this purpose justify the interference with
the privacy of the Data Subject?

e What is the legal basis for Processing? How will it be ensured that the data are
processed fairly and lawfully?

e Is the Processing of Personal Data proportionate? Could the same purpose be
achieved in a less intrusive way?

e Which parties are Data Controllers and Data Processors? What is the
relationship between them?

e Are the data accurate and up to date?

e Will the smallest amount of data possible be collected and processed?

e How long will Personal Data be retained? How will it be ensured that data are
only retained as long as necessary to achieve the purpose of the Processing?

e Have adequate security measures been implemented to protect the data?

e Has it been made clear to individuals who is accountable and responsible for
the Processing of Personal Data?

e Has information been provided to individuals about how their Personal Data
are processed and with whom they will be shared?

e Are procedures in place to ensure that Data Subjects can assert their rights with
regard to the Processing of Personal Data?

e Will it be necessary to share data with Third Parties? Under what circumstances
will Personal Data be shared with or made accessible to Third Parties? How will
individuals be informed of this?

31 See ICRC WWI prisoner archives join UNESCO Memory of the World, 15 November 2007:
https://www.icrc.org/eng/resources/documents/feature/2007/wwi-feature-151107.htm.
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e Will Personal Data be made accessible outside the country where they were
originally collected or processed? What is the legal basis for doing so?

e Have Data Protection Impact Assessments been prepared to identify,
evaluate, and address the risks to Personal Data arising from a project, policy,
programme or other initiative?

32

Data protection law and practice limit the Processing of Personal Data of Data
Subjects, in order to protect individuals’ rights.

Processing is to be interpreted to mean any operation or set of operations which
is performed upon Personal Data or sets of Personal Data, whether or not by
automated means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment, combination, or erasure.

Personal Data means any information relating to an identified or identifiable
natural person. A Data Subject is a natural person (i.e. an individual) who can be
identified, directly or indirectly, in particular by reference to Personal Data.

Some data protection laws include the additional category of Sensitive Data in the
concept of Personal Data. For the purposes of the present Handbook, Sensitive Data
means Personal Data, which if disclosed, may result in discrimination against or
the repression of an individual. Typically, data relating to health, race or ethnicity,
religious/political/armed group affiliation, or genetic and biometric data are
considered to be Sensitive Data. All Sensitive Data require augmented protection
even though different types of data falling under the scope of Sensitive Data
(e.g. different types of biometric data) may present different levels of sensitivity.
Given the specific environments in which Humanitarian Organizations work
and the possibility that various data elements may give rise to discrimination,
setting out a definitive list of Sensitive Data categories for Humanitarian Action
is not meaningful. For example, in some situations, a simple list of names may be
very sensitive, if it puts the individuals on the list and/or their families at risk of
persecution. Equally, in other situations, data collected to respond to Humanitarian
Emergencies may need to include data that in a regular data protection context
would be considered to be Sensitive Data and the Processing of such data would
be, in principle, prohibited, but in the local culture and the specific circumstances
may be relatively harmless. Therefore, it is necessary to consider the sensitivity of

32 The terms defined below are also given in the Glossary at the beginning of the Handbook.
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data and the appropriate safeguards to protect Sensitive Data (e.g. technical and
organizational security measures) on case-by-case basis.

It is important to remember that during Humanitarian Emergencies, Processing
data can cause severe harm even when the data cannot be considered Personal Data.
Humanitarian Organizations should therefore be prepared to apply the protections
described in this Handbook to other types of data as well, when failing to do so in a
particular case would create risks to individuals.

EXAMPLE:

A Humanitarian Organization inadvertently reveals the number of individuals in a
stream of people who are fleeing a situation of armed violence and publishes online
aerial imagery related to this. One of the armed actors involved in the violence,
which is the reason people are fleeing, then uses this information to locate the
displaced population and targets them with reprisals. The number of individuals in a
group and the aerial imagery (subject to the resolution and other factors potentially
making it possible to identify individuals) is not by itself Personal Data, but such
data can be extremely sensitive in certain circumstances. The Humanitarian
Organization should have protected this data and not revealed it.

It is also important to understand the distinction between Data Controller and Data
Processor. A Data Controller is the person or organization who alone or jointly
with others determines the purposes and means of the Processing of Personal Data,
whereas a Data Processor is the person or organization who processes Personal
Data on behalf of the Data Controller. Finally, a Third Party is any natural or legal
person, public authority, agency or any body other than the Data Subject, the Data
Controller or the Data Processor.

EXAMPLE:

An International Humanitarian Organization collects information about the identity
of individuals in a Humanitarian Emergency in order to provide them with aid. In
order to do this, it engages the services of a local NGO to help deliver the aid, which
needs to use the identification information originally collected by the Humanitarian
Organization. The two organizations sign a contract governing the use of the data,
under which the International Humanitarian Organization has the power to direct
how the NGO uses the data and the NGO commits to respect the data protection
safeguards required by the Humanitarian Organization. The NGO also engages an
IT consulting company in order to perform routine maintenance on its IT system in
which the data are stored.
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In the above situation, the International Humanitarian Organization, the NGO and
the IT consulting company are Processing the Personal Data of the individuals,
who are the Data Subjects. The International Humanitarian Organization is a Data
Controller and the NGO is a Data Processor, while the IT consulting company is a
Sub-Processor.

As mentioned above, the Processing of data that does not relate to individual
persons such as aggregate and statistical data, or data that has otherwise been
rendered anonymous in such a way that the Data Subject is no longer identifiable,
is outside the scope of this Handbook.

Where aggregate data are derived from Personal Data, and could in certain
circumstances pose risks to persons of concern, it is important to ensure that
the Processing, sharing, and/or publication of such data cannot lead to the
re-identification of individuals.®

Although specific Consent from Data Subjects is not required for their Personal
Data to be used in aggregate data sets or statistics, Humanitarian Organizations
should ensure that such data Processing has another legitimate basis,** and does
not expose individuals or groups to harm, or otherwise jeopardize their protection.

The Anonymization of Personal Data can help meet the protection and assistance
needs of vulnerable individuals in a privacy-friendly way. The term “Anonymization”
encompasses techniques that can be used to convert Personal Data into anonymized
data. When anonymizing data, it is essential to ensure that data sets containing
Personal Data are fully and irreversibly anonymized. Anonymization processes are
challenging, especially where large data sets containing a wide range of Personal
Data are concerned and may pose a greater risk of re-identification.*

33 See UK Statistics Authority, National Statistician’s Guidance: Confidentiality of Official
Statistics: https://www.statisticsauthority.gov.uk/archive/national-statistician/
ns-reports--reviews-and-guidance/national-statistician-s-guidance/confidentiality -
of-official - statistics.pdf.

34 See Chapter 3: Legal bases for Personal Data Processing.

35 See UK Information Commissioner’s Office, Anonymisation: managing data protection
risk — code of practice: https://ico.org.uk/media/1061/anonymisation-code.pdf; see also
EU Article 29 Working Party Opinion 05/2014 on Anonymisation Techniques: https://
ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/
wp216__en.pdf.
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“Pseudonymization”, as distinct from Anonymization, means the Processing of
Personal Data in such a manner that the Personal Data can no longer be attributed
to a specific Data Subject without the use of additional information, provided
that such additional information is kept separately and is subject to technical
and organizational measures to ensure that the Personal Data are not attributed
to an identified or identifiable natural person. This may involve replacing the
anagraphic*® data in a data set with a number. Sharing registration/identification
numbers instead of names is good practice, but does not amount to Anonymization.

Prior to sharing or publicising anonymized data, it is important to ensure that
no Personal Data are included in the data set and that individuals cannot be
re-identified. The term “re-identification” describes the process of turning
allegedly anonymized data back into Personal Data through the use of data matching
or similar techniques.’” If the risk of re-identification is deemed to be reasonably
likely, the information should be considered to be Personal Data and subject to
all the principles and guidance set out in this Handbook. It can be very difficult to
assess the risk of re-identification with absolute certainty.

Prior to sharing or publishing aggregate data, it is important to ensure that the
data sets do not divulge the actual location of small, at risk groups, for example by
mapping data such as country of origin, religion or specific vulnerabilities to the
geographical coordinates of persons of concern.

Humanitarian Action involves a large number of actors, such as Humanitarian
Organizations, local authorities and private entities. As far as Humanitarian
Organizations are concerned, some of them are non-governmental organizations
(NGOs) subject to the jurisdiction of the country in which they operate, while
others are International Organizations with privileges and immunities allowing
them to perform the mandate attributed them by the community of states under
international law in full independence.

As far as NGOs are concerned, the rules for determining applicable data protection
law depend on a number of different factual elements. This Handbook does not deal
with issues of applicable law; any questions in this regard should be directed to the
NGO’s legal department or data protection office (DPO).3®

36 https://en.wiktionary.org/wiki/anagraphic.

37 Note, “identified” does not necessarily mean “named”; it can be enough to be able to
establish a reliable connection between particular data and a known individual.

38 See Section 1.2: Objective.
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In addition to any law that the NGO may be subject to, Personal Data Processing
is controlled by its own internal data protection policy or rules, any contractual
commitments and any other relevant applicable rules. The guidance contained
in this Handbook should always be applied without prejudice to these rules and
obligations. This guidance is based on recognized best practices and standards and it
is recommended that International Organizations take this into consideration when
designing or interpreting their data protection rules and policies for Humanitarian
Action.

International Organizations enjoy privileges and immunities to ensure they can
perform the mandate attributed to them by the international community under
international law in full independence and are not covered by the jurisdiction of the
countries in which they work. They can therefore process Personal Data according
to their own rules, subject to the internal monitoring and enforcement of their
own compliance systems; in this regard they constitute their own “jurisdiction”.
This aspect of International Organizations has specific implications, in particular
for International Data Sharing, which will be discussed in detail in Chapter 4:
International Data Sharing.

Personal Data Processing undertaken by Humanitarian Organizations should
comply with the following principles.

Personal Data should be processed fairly and lawfully. The lawfulness of the
Processing requires a legal basis for Processing operations to take place, as detailed
in Chapter 3: Legal bases for Personal Data Processing. The other crucial component
of Fairness of the Processing is transparency.

Any Processing of Personal Data should be transparent for the Data Subjects
involved. The principle of transparency requires that at least a minimum amount
of information concerning the Processing be provided to the Data Subjects at
the moment of collection, albeit subject to the prevailing security and logistical
conditions, as well as with regard to the possible urgent nature of the Processing.
Any information and communication relating to the Processing of Personal Data
should be easily accessible and easy to understand, which implies providing
translations where necessary, and clear and plain language should be used. More
detailed information about information notices that should be provided prior or
at the time of data collection are described in greater detail in Section 2.10.2:
Information notices.




36 PART I - GENERAL CONSIDERATIONS

At the time of collecting data, the Humanitarian Organization should determine and

set out the specific purpose/s for which data are processed. The specific purposes

should be explicit and legitimate. In particular, the specific purpose/s that may be

of relevance in a humanitarian context may include, for example:

e providing humanitarian assistance and/or services to affected populations to
sustain livelihoods

e restoring family links between people separated due to Humanitarian
Emergencies

e providing protection to affected people and building respect for international
human rights law/international humanitarian law (IHL), including
documentation of individual violations

e providing medical assistance

e ensuring inclusion in national systems (for example for refugees)

e providing documentation or legal status/identity to, for example, displaced or
stateless people

e protecting water and habitat.

Humanitarian Organizations should take care to consider and identify, as far as is
possible in emergency circumstances, all possible purposes contemplated and that
may be contemplated in any Further Processing prior to the collection of the data,
SO as to be as transparent as possible.

The principle of proportionality is at the core of data protection law. It is applicable
throughout the data Processing cycle and may be invoked at different stages of data
Processing operations. It requires consideration of whether a particular action or
measure related to the Processing of Personal Data is appropriate to its pursued
aim (e.g. is the selected legitimate basis proportionate to the aim pursued? Are
technical and organizatio