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Subject Speaker Organisation Time
Introduction David Mudd BSI 10:15

Keynote talks

Real-world applications and implications for a generic approach to 
cryptographic module security certification

Roland Atoui Red Alert Labs 10:30

Testing tools for ISO/IEC 19790: how to build them and how we 
can trust them: benefits of a common approach

Luis Garcia DEKRA 10:50

A global certification scheme for ISO/iEC 19790: an introduction 
to the process and benefits

Mustanir Ali BSI 11:10

Networking break 11:30

Panel Discussion: Engaging with industry sectors and regulators 
to address specific needs/concerns using a consistent global 
approach.  Future trends

BSI, DEKRA, TUV 
Rheinland, SERMA, 
RED Alert Labs, ISO 
WG Convenor, SGS, 
Huawei

BSI, DEKRA, TUV 
Rheinland, SERMA, 
RED Alert Labs, ISO 
WG Convenor, SGS, 
Huawei

12:00

Q&A on panel discussion All All 12:30

Summary, white paper, next steps David Mudd BSI 12:40

Closing remarks David Mudd BSI 12:45

Event finishes 12:50
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Module Security
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A common global approach:
The journey so far….

Surely there’s a better way?



Who benefits from a 
common approach?
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• Manufacturers

• Governments, system providers

• Society, users



Where do you start 
with a common 
approach?
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Global consensus best practice

ISO/IEC 19790 – best practice “security by 
design” for cryptographic modules



What does a common 
approach look like
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• ISO/IEC 19790 – core baseline

• Accommodate national algorithm 
requirements

• Accredited Lab – test environment

• Accredited Certification Body
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Progress and

Bringing the 
idea to life

• First 4 companies receive 
certificates against ISO/IEC 
19790 for their products

• Exploration around common test 
tool sets /environments

• Comparison with Common 
Criteria
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Testing Tools:
Why are they needed for cryptographic module 
security testing and how can we trust them?

5th BSI Cryptographic 
Module event

Barcelona, Feb 2024



Background

Testing tools

Non-testing tools

Bringing trust

Conclusions

Agenda

Luis García

Global Technical Lead

CST Lab Manager

+12 years in the certifications field
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2006 2008 2012 2014 2015 2017 2024

ISO/IEC 
19790:2006 

published (based 
on FIPS 140-2)

ISO/IEC 
19790:2006/Cor1:2008 

published

ISO/IEC 
24759:2008 
published

ISO/IEC 
24759:2014 
published

ISO/IEC 
19790:2012 
published

ISO/IEC 
19790:2012/Cor1:2015 

published

ISO/IEC 
24759:2014/Cor1:2015 

published

ISO/IEC 
24759:2017 
published

ISO/IEC 19790:2024 

ISO/IEC 19790:2023 
DIS

ISO/IEC 24759:2024

ISO/IEC 24759:2023 
DIS

2019

Timeline
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Background (II)
Expected impact
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Background (III)
FIPS 140-2/3 situation



How?



Decompiling the standards (I) 
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Algorithms

Entropy
source

Non-
Invasive

Security 
tools



Don’t reinvent the wheel
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Open source Crypto libraries
- OpenSSL
- Botan
- Bouncy Castle
- Cryptlib

- Crypto++
- GnuTLS
- LibreSSL
- Libgcrypt

- ISO/IEC 18367 Cryptographic algorithms and    
security mechanisms conformance testing

- Agreed Cryptographic Mechanisms
- Harmonised Cryptographic Evaluation Procedures

Guidance

Testing tools (I)
Algorithms
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SP 800-90A - Deterministic Random Bit Generators
SP 800-90B - Entropy Sources Used for Random Bit Generation
SP 800-90C - Random Bit Generator (RBG) Constructions
SP 800-22  - A Statistical Test Suite for Random 

AIS 20: Functionality classes and evaluation 
methodology for deterministic RNGs 
AIS 31: Functionality classes and evaluation of 
physical RNGs

GM/T 0005-2021 - Randomness test specification
GM/T 0078-2020 - The design guidelines for cryptographic 
random number generation module
GM/T 0103-2021 - General Framework of random number 
generator

NIST Statistical Test Suite: 
- https://csrc.nist.gov/projects/random-

bit-generation/documentation-and-software

NIST Entropy Assessment Tool: 
- https://github.com/usnistgov/SP800-

90B_EntropyAssessment

BSI AIS20/31 Test Suite: 
- https://www.bsi.bund.de/SharedDocs/Downloads/

DE/BSI/Zertifizierung/Interpretationen/AIS_31_tests
uit_zip.html

ISO/IEC 20543 test and analysis methods for random bit 
generators

Guidance

Testing tools (II)
Entropy source
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Guidance
ISO/IEC 17825: Testing methods for the mitigation of non-invasive attack classes against 
cryptographic modules

ISO/IEC 20085: Test tool requirements and test tool calibration methods for use in testing 
non-invasive attack mitigation techniques in cryptographic modules: 

— Part 1: Test tools and techniques
— Part 2: Test calibration methods and apparatus

Not clear stakeholders, but private sector

Open Source tools

https://github.com/Ledger-Donjon/lascar https://github.com/Riscure/Jlscahttps://github.com/eshard/scared

Testing tools (III)
Non-Invasive
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Standard AS11.30: 
- […] use automated security diagnostic tools (e.g. detect buffer overflow).
- categorise the types by using the Common Weakness Enumeration (CWE) list

ISO is not requiring that the module and operational environment be free from CVEs but is 
requiring that vendors use this as one of their tools to provide a more secure product to 
the end user. 

Techniques
- Static Code Analysis    - Debugging 

- Dynamic Code Analysis   - Memory leak detection

- Fuzzing

Open Source Tools
- FindBugs - Valgrind

- Cppcheck - Strace

- OWASP Dependency-Check

- Wireshark

Testing tools (IV)
Security/Functional



Only tools for testing?



Decompiling the standards (II) 

54

Documentation

Reporting

Infrastructure



Non-testing tools (I)
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₋ VE requirements conform ~40% of ISO/IEC 
24759 requirements

₋ Main documents:
• Security Policy
• Certificate
• FSM

₋ Data interchange formats (Json, XML) 
templates

Advantages
₋ Parsing verification tool

₋ Guarantee a minimum set of information 
provided before starting the review 
process

Documentation



Non-testing tools (II)
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Reporting



Non-testing tools (III)
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Secure communication infrastructure



Bringing Trust



Open Source
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Transparency: The source code is available for anyone to inspect. Users can see 
exactly how the software works and identify any potential improvement points.

Cost-Effective: Open source software is typically free to use, which can lead to 
significant cost savings for organizations. 

Customization: With open source software, you have the freedom to modify the code 
to suit your specific needs. It can be used as a starting point.

Community Support: Open source projects may bring communities of developers and 
users who provide support and testing, resulting in rapid development and helping 
to the ecosystem scalability

Security: The ability to audit the source code allows assessing the software's 
security in terms of malfunctions or vulnerabilities.

Educational Value: Open source software provides a valuable resource for learning 
in deep about the functionality implementation.

Why?



Ecosystem
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Governance: establish clear governance structures

Define clear goals and objectives: roadmap

Bring to key stakeholders: vendors, labs, institutions and other relevant parties.

Competitive advantages: determine what incentives and value each stakeholder can gain from 
participating in the ecosystem

Rules of the game: create framework that outlines how different components of the ecosystem will 
interact with each other. This may include defining roles, responsibilities, and rules of 
engagement.

Scalability and resilience: Module technology is constantly evolving. Ecosystem needs to be 
adaptable to changing circumstances and built in resilience against potential disruptions or 
impacts.

Creating a powerful ecosystem



Conclusions



Conclusions
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1. The industry requires quick certification programs

2. Homogenization of standards and testing requirements by certification 
schemes. Vendors cannot develop a specific version of the product for 
each one.

3. Identify as many tools (testing and non-testing) as possible

4. Tools and automation processes must conform the basis of any 
certification scheme

• Efficiency
• Quality and consistency
• Increased productivity
• Data analysis
• 24/7 Operations

5. There is a lot of work on the table, but you can count on DEKRA to make 
this alternative happens. So, let's get started!

Personal thoughts



Thank you!

Luis García
Luis.garciasanchez@dekra.com



Cryptographic module cybersecurity certification
according to ISO/IEC 19790 

An introduction to the process and related benefits
Mustanir Ali – BSI certification lead



Why ISO/IEC 19790 certification?

• Cryptographic modules are the heart of information security solutions –
the security of a system hinges on the security of the crypto module

• Solution builders need a way to select a crypto module that provides 
appropriate security for their application

• Solution builders need to be able to trust that a module provides the level 
of security that it claims



Certification vs. testing

• Testing is a one-off activity

• Output is a detailed test report 
with information of individual 
test cases and results

• Considered to be valid only for 
the specific items tested, at the 
time of test

• Certification is an attestation of 
conformity to particular 
requirement(s)

• Does not contain detail of 
specific test cases or results

• Considered to be valid more 
broadly than a test report

• Additional layer of impartiality 
and trust



Certification 

Certificate of Conformity

Example company
A Street
B City
C Country

CoC 1234567

ISO/IEC 19790:2012
Security requirements for cryptographic modules

• The rules defining how a certificate is 
achieved and maintained is called a 
“certification scheme”

• Key input to a simple product 
certification scheme is test report(s)

• More complex schemes may have 
additional inputs, such as:

• Technical documentation
• Risk assessments
• Site audit report(s)



ISO/IEC 19790 certification today

• BSI is carrying out certification of cryptographic modules to ISO/IEC 19790 

• Current scheme is a Type 1a scheme (ref. ISO/IEC 17067)

• Currently undergoing ISO/IEC 17065 accreditation for the scheme with UKAS

• Key inputs for certification are
• Test Report – ISO/IEC 17025
• Cryptographic module security policy



ISO/IEC 19790 certification today

• 8 certificates issued by BSI so far

• 4 organizations have achieved certification for cryptographic modules
• Huawei Technologies Co., Ltd.
• Open Security Research, Inc.
• SinoCipher Technology Development (Shandong) Co., Ltd
• Kaytus Singapore Pte. Ltd.

• 3 testing laboratories 
• DEKRA Testing and Certification, S.A.
• Gaowei Cryptography Testing Technology (Shandong) Co., Ltd.
• SERMA Technologies



ISO/IEC 19790 certification process
Applicant Evaluator Certification body (CB)

Makes application for certification 
to CB including details of module 
to be certified, and target security 
level

Supplies test reports, cryptographic 
module security policy, and other 
relevant evidence to CB

Tests cryptographic module(s) 
according to ISO/IEC 24759 and 
produces test report(s)

Agrees contract for services 
including evaluation plan with 
applicant

Conduct technical review
of evidence

Draft and issue certificate



Certificate content

Certificates compliant with this scheme will be valid for a period of three years, 
and will contain, as a minimum:

• The cryptographic module name and version identifier

• The cryptographic module form (software, firmware and/or hardware)

• The achieved security level from ISO/IEC 19790

• The list of cryptographic mechanisms covered

• Any caveats or important comments that may apply for the use of the cryptographic module



Certificate maintenance
Type of change Maintenance strategy Example
Changes with no impact on 
the standards compliance 
or cybersecurity level

Reissue of the certificate to 
the new module version

Administrative changes
Addition of features not 
related to the certified 
functionality

Mitigation of publicly 
known vulnerabilities, not 
modifying the module 
definition in the Security 
Policy

Reissue of the certificate to 
the new module version –
may require limited 
evaluation of affected areas

Patches of vulnerabilities 
affecting open-source 
components that do not 
modify or correct the 
component functionality

Changes to security-
relevant features of the 
module

Issue of a new certificate 
based on a regression or 
complete testing of the 
new module version

Addition of new 
cryptographic algorithms
Modification of the module 
access control mechanisms



Next steps
• Scheme expansion

• Surveillance rules?
• Addressing nonconformities
• Handling of new publicly known CVEs

• Algorithm conformance testing 
• Common testing tools

• Continue promotional activities to increase awareness of this initiative
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towards a secure 
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Panel discussion:
Engaging with industry and regulators to address 
specific needs and concerns using a common global 
approach for cryptographic module security 
certification. Future trends
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Q&A
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Summary, white paper and next steps
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towards a secure 
digital future
Thank you!
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